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ABSTRACT: Events of recent years have broughtgbtlihe difficulties involved in responding
to major emergencies, particularly with resped¢h®mon-site coordination of the many
responding agencies. This paper presents an oweofithe work being conducted by a team
within National ICT Australia (NICTA) on rapidly géoyable, resilient and adaptive networks
and applications for emergency response. Our wofidused on creating reconfigurable, self-
healing hybrid wireless mesh networks and enaldorgext-aware applications for emergency
response teams that can be deployed over such nkstwo
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1 Introduction

Emergency response is difficult. Sometimes it sbaxtremely dangerous (Jiang et al. 2004).
The difficulties and dangers in emergency respanise not only because of hostile
environmental conditions, but also due to managénsenrdination and logistical problems.
Therefore any technology that can provide warnatgsut dangers in the immediate vicinity of
emergency response personnel or alleviate the gmmabielated to the management and
coordination of emergency response teams is a wed@udition to the emergency response
toolkit, with the following caveat: the technologwst not introduce more dangers and
difficulties than it removes.

With these things in mind, it is clear that thesen opportunity to develop systems that can
support emergency response teams on the grountth@ridperations” teams that help to
coordinate them. Our research is geared towardsding the flexible, reconfigurable, self-
healing technology solutions that provide the fatrahs for the kinds of adaptive, autonomic
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applications required by emergency response peesohiis research is divided into two parts:
reconfigurable, autonomic networks and resiliemttert management systems. Context
management systems gather, store, reason oveiisaridude facts about the environment that
allow applications to adapt themselves to the airsguation. Autonomic networks can
reconfigure themselves in the event of link andenfailures. Together, these components enable
communication and networked applications to opesatte a higher degree of robustness and
autonomy in often hostile environments.

The remainder of this paper gives a very high-l@everview of our research in this area and is
organised as follows. Section 2 discusses the bhaechitecture of a self-healing, self-
configuring, adaptive infrastructure for supportgmgergency response applications. Sections 3
and 4 discuss the two major components of the t@athire: autonomic networks and context
management. Section 5 concludes the paper andsaggene areas of future research.

2 System Overview

Our architecture can be seen as a two-layer ptatfone layer deals with network issues and the
other layer provides support to adaptive applicetiAlthough each layer handles different
problems, they are both concerned with reducinghtesl for human intervention within the
system as a whole.

The bottom layer, the autonomic network, is conedmwith packet delivery and communication.
In emergency response scenarios, it is importabetable to deploy networks quickly. It is
therefore advantageous to make use of existingarktinfrastructure, some of which may have
been damaged during the emergency incident, alktthe existing infrastructure to any ad hoc
network components that might be deployed as pahecemergency response for
communication and to enable networked applicatsuth as mobile video feeds astathger
notification systems. However, networks that can be quicklyalegal are often characterised by
other challenges as a result of the environmerttawivhich they are typically deployed and
technological limitations. These challenges araliguelated to the mobility of the nodes in the
network and interference from the environment. hdwallenges manifest themselves as node
disconnections. Autonomic networks seek to proadgeater level of robustness and resilience
to disconnections by utilising specialised routomgtocols that can quickly find alternative routes
through a network of mobile and stationary nodes.

The top layer, the context manager, is a distrtbateldleware that provides applications that run
on top of the autonomic network with informatioroabthe environment that can allow them to
adapt to the current situation. The context mangg#rers data from sensors within the
autonomic network and makes it available to appbos so that they can adapt themselves
without user intervention and provide relevant infation to users. For example, a context-
aware application can use information about a adecation to tailor the information it shows to
a userand to adjust its own behaviour in terms of the manneavhich it chooses to provide that
information to the user.

This two-layer architecture is described in mor&adién the following two sections.

3 Autonomic Networks

Autonomic networks are those networks that canmatally reconfigure themselves in the
event of disconnections and failed nodes. By tefndion, most present-day networks could be
classed as autonomic, since most routing protarelsiesigned to discover alternative routes
through a network. However, autonomic networksadapt themselves for a range of other
reasons including:

* socio-economic factors, such as network cost atitigab concerns;



» the users’ working environment, which may limitextend the available routing options
due to device characteristics; and

» application requirements, which may include specffuality of Service needs.

Furthermore, autonomic networks are expected toatpevith little or no input from network
administrators. Their properties can thus be sunsmgias follows:

» self-managing;

» self-optimising;

* self-monitoring;

» self-repairing; and
» self-protecting.

Our goal is to endow these propertiefiybrid wireless mesh networks. These networks contain
stationary nodes (also known as mesh routersfdahata wireless mesh backbone, as well as
mobile nodes and mobile network segments thathatteamselves to the backbone in an ad hoc
fashion. The approach we are taking is to modiéyakisting Ad Hoc On-Demand Distance
Vector (AODV) routing protocol (Perkins & Royer 199 which was originally designed for ad
hoc mobile networks. Our initial focus is on thé-sepairing characteristic of autonomic
networks. This characteristic tries to ensure ifhenhetwork failure occurs, an alternative route
can be found quickly to minimise disruption to apalions that execute within the network.

AODV discovers routes between source and destimaioles as they are needed rather than in
an upfront manner. Once a route has been estatblighe maintained as long as traffic is
propagated along that route, otherwise the rowgirtges at each intermediate node will expire.
AODV uses Route Request (RREQ) and Route Reply @§RECckets to establish routes
between nodes. RREQ packets are broadcast by smoies wishing to establish a route to
another node in the network. The destination nadierades that have a route to the destination
will respond with an RREP packet, which is propaddiack to the source via intermediate
nodes. The intermediate nodes create a routing entheir routing tables that records the next
hop node towards the destination. In this way gihiire route is established between a source and
destination node. If a network link along the rofatiés, then the node closest to the failure on the
source’s side of the failure propagates a RouterERERR) message back to the source. If the
route is still required, the source can repeatti®/e process to discover another route to the
destination.

AODV assumes that all nodes are equal. In a hykineless mesh network, this is not the case.
Some nodes, usually the stationary nodes, havghehcapacity than others. In addition, link
failures are less likely between two stationaryesod herefore, it is advantageous to bias the
routing protocol to favour those stationary noded are part of the mesh backbone (i.e., the
mesh routers). Our research group has modified A@DYse the heuristic that backbone nodes
should be favoured in the routing process (Pirzadd. 2006). This is accomplished by
augmenting the AODV RREQ packet with a field thaticates the number of mesh routers that
have been traversed on the way to the destindfiom destination will then propagate a RREP
packet along the route with the highest ratio o§imeuters to non-mesh router nodes. Our
experimental results show that our modification&@DV result in an improvement to the
packet delivery rate of up to 15% compared with adifired AODV (see Figure 1).
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Figure 1. Preliminary experimental results showing standard AODV compared to our modified version for
hybrid mesh networks (AODV-HM).

4  Context Modelling and Management

While an adaptive network layer improves resilietnk and node failures by quickly
discovering alternative routes through the netwthr&,context manager facilitates application
adaptation.

Modern context management systems gather, stordisseiminate context information that
conforms to a particulacontext model. These models can be expressed in a range ofetitfe
languages, which each have their advantages aadwdistages. We have chosen to use the
Context Modelling Language (CML) (Henricksen & Itska 2004), which is derived from the
Object-Role Modelling language (ORM) (Halpin 200CML describes the objects and
relationships between those objects that are efest to a context-aware application. For
example, CML models often describe the relationfieifpveen people and their current location.
Depending upon the application, the model might atatain relationships between a location
and its temperature, users and their devices, dewand the communication modes that they offer
and so on. Each of these relationships is knovarfas type. Particular instances of objects
composdact instances, which conform to a fact type. For example, thespeBob may be

located aB00 Adelaide Street (conforming to thé erson has Location fact type), and the outside
temperature at that location might 2#2degrees Celsius (conforming to thé.ocation has
Temperature fact type). The model provides a formal mecharfiendefining within the context
manager the kinds of context information that alewant to the context-aware applications that
retrieve context facts from it. In addition, CMLadles each fact type to be classified as either
static, profiled (user-defined)sensed or derived, which enables applications to make more
informed decisions about the data it is using @padself. Furthermore, fact types can be
annotated witlguality metrics. These quality metrics are used to indicate vargimensions of
data quality. Examples include accuracy, freshrmssjdence, resolution and credibility.



Different context-aware applications will have di#nt tolerance levels for the various quality
dimensions. A fire-fighter might only need to kntive temperature of a room he/she is about to
enter to the nearest 5 degrees, but an applictita@rmonitors a nuclear reactor might require a
more accurate reading of the reactor core anceigetbre less tolerant of errors.

We are developing a logically centralised, phy$ycdistributed context manager — the NICTA
Context Engine (NICE) — that provides applicationth the ability to retrieve context facts by
guerying, and to subscribe for notifications whentext facts change or when a context fact
contains particular values (see Figure 2). NICEest@ontext information that conforms to the
set of CML models that it is given by a user or adstrator. CML is a graphical language, so we
have developed an XML-based serialisation of CMilledd XCML, that can be used by NICE at
runtime to represent CML models as well as fadamses (Robinson et al. 2006).

Our design focus is on robustness and resilientieeofontext manager. This robustness and
resilience is achieved in two ways. First, we aealioping reconfigurable context sources.
Context sources are those entities that providefaatg about the environment (Indulska et al.
2006). Usually, these will be sensors such as tberaters, cameras, location badges and so on.
These sensors are deployed within the mesh netanckthey register themselves with the
context manager. Often, the sensors are battergmgolyso failure due to depletion of the battery
is a common occurrence. To improve resilience okimd of failure, we are investigating ways

of dynamically binding sensors that provide theuregfl types of raw data to the context manager
so that if one sensor fails, an alternative soofa®dntext information can be found. Second, we
are developing “smart” caches at the applicatidierft) side to improve robustness in cases
where the client device is disconnected from thevoek. As mentioned above, CML enables
context facts to be classified as static, profieshsed or derived and to be annotated with quality
metrics. Caching and purging algorithms can usertiétadata to make more informed decisions
about what to cache and when to purge. The freshmesric, for example, could be used to
purge stale facts from the cache, while the regwiunetric, which could measure least
noticeable difference or update frequency, mighti$ed to decide whether or not to proactively
cache a particular fact.

The ability to reconfigure context sources andaoche context information in clever ways is
intended to minimise the disruption caused to odrdgvare applications when failures occur.
This is crucial to the kinds of applications thet ancreasingly deployed by emergency response
teams. A context-aware communication applicationgkample, can choose an appropriate
method of communication (e.g., audio via VoIP, t@ate-mail or SMS) depending upon the
present situation of the intended recipient of ttahmunication (e.g., devices available, noise in
the environment).

We envisage a “top-to-bottom” context-aware appilicathat can be used by all emergency
response personnel, which adapts to the role gbehson using the application and the device on
which the application is being used. Emergencyuegersonnel on the ground would use the
application to provide them with warnings of immmmeanger and fine-grained situational
awareness. When a rescuer locates a survivor ugatrnubble, with a single click of a button
on a GPS-enabled PDA or wearable computer, theeesan indicate the discovery of a
survivor and his/her position. This information twbe stored in the context manager and
disseminated to other nearby rescuers who areatleeted about the discovery of the survivor.
On the other hand, a rescue coordinator would skffeaent view of the context-aware
application on their laptop. The coordinator neleidber level information such as a map
indicating the whereabouts of all located survivamg the status of their rescue (located, under
way, and completed). A Police Commissioner or a bwmof government might only require
information about the number of casualties andigars to report to the general public via the
media.



The context manager therefore plays several ridlesables situational information to flow
quickly to where it is required, and it providephgations with a basis for adaptation so that
users are not required to provide direct inpuh®application on a regular basis.
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Figure2: The NICTA Context Engine (NI CE) islogically centralised but physically distributed.

5 Conclusions

This paper provided a high-level overview of therkvibeing carried out by National ICT
Australia in the area of autonomic networks andiee$ context management. Our work in this
area is being applied to the domain of emergendyd@saster response. The adaptive and
resilient systems that we are working towards auigment the existing applications and
communication media available to emergency respaoskers. One of the goals of these
systems is to reduce the dangers faced by emergeorkgrs, and to facilitate faster and more
efficient coordination among the various groupp@dple involved in emergency response by
providing the right information to the right peoglethe right time.
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